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Abstract 
A robust and lossless ROI medical image watermarking technique using M-Ary modulation is proposed  in this 
paper. The system’s effectiveness is experimentally tested for two different medical image modalities of brain using 
various quality measures as payload, PSNR, MSE and SSIM. The proposed algorithm provides high robustness, 
higher PSNR and  low relative entropy distance as a criterion for protection. 
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1. Introduction 
Advancement in information and communication technologies helps health care system for easy access and 
distribution of electronic  patient  information (EPR). With these  advancements  there  is  a  threat of illegal  use  of 
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medical information. Thus, security of medical information is a primary requirement and to fulfil these requirements 
three major characteristics is derived: confidentiality, reliability and availability 1. 
Confidentiality- only authorized users have access to the data 
Reliability – This characteristic has two aspects 
• Integrity: the information has not been altered by unauthorizeduser. 
• Authenticity: is a proof that the information belongs to the rightpatient. 
Availability- Is the ability of data systems to be applied by authorizedusers. 
There are three primary applications for inserting the watermark in medical images:1) data hiding to facilitate the 
information management , 2) security control to affirm that the images are intact and 3) authenticity to demonstrate 
that the image is really what the user thinks it is 2,3. To facilitate these requirements of medical image watermarking; 
imperceptibility property, robustness property and payload property must attain. However, these properties have a 
certain level of limitations and might conflict each other. Thus, a proper coupling is required to achieve an  
optimizedsolution. 
Many medical image watermarking algorithms have been proposed by various researchers based on spatial 
domain technique and frequency domain technique. Zhou et.al.4, proposed spatial domain watermarking scheme to 
verify authenticity and integrity of digital Mammography images. Another spatial domain watermarking technique  
is proposed by Zain et.al. 5 to verify the integrity and authenticity of DICOM ultrasound images. X. Guo et.al. 6, a 
proposed lossless watermarking technique based on difference expansion. Adjacent pixel values are calculated and 
are employed to embed several bits in RONI region. M. Kundu et.al. 7, a proposed reversible watermarking  
technique where EPR data is embed in RONI using advanced some encryption standard. H.M.Chao et.al.8 proposed 
a frequency domain technique based on Discrete Cosine Transform (DCT) where an EPR-related data is embedded 
in quantized DCT coefficients of watermarked image. R. Acharya et.al. 9, proposed DCT based scheme where 
graphical ECG signals and encrypted text data of patient information are interleaved with medical images to reduce 
storage and transmission overheads. H.K. Lee et.al.10, proposed wavelet based watermarking scheme to embed data 
other than ROI region. This scheme is used for integrity of DICOM images. K.A. Navas et.al.11,  proposed reversible 
EPR data hiding using integer wavelet transform. H.K. Maity et.al.12, proposed reversible contrast mapping 
watermarking scheme for robustness improvement. To improve robustness; integer wavelet transform based on 
spread spectrum technique isapplied. 
In all these previous works, either the watermarking algorithm works for a particular medical image modality or 
imperceptibility measure reduces as embedding capacity increases; also the watermarking systems are less secure.  
In order to enhance the security and confidentiality of medical images, a novel watermarking technique using M- 
Ary modulation is proposed in this paper. Medical image is separated into two parts region of interest (ROI) and 
region of non interest (RONI). ROI is extracted (brain tumour) using Fuzzy C-means segmentation method which 
yields better segmentation accuracy , and electronic patient record as watermark is embedded in RONI using M-
Arymodulation in the mid-band DCTcoefficient. 
The structure of the paper is organized as below: Section 2 describes proposed watermark embedding scheme 
modules. Experimental results are discussed in Section 3. Finally, a conclusion has been made in Section 4. 
2. ProposedScheme 
A detailed description of the proposed system’s module is described in this section. The proposed work is divided 
into two modules. Firstly, region of interest (ROI), a diagnosis part, which is to be extracted using Fuzzy C-means, 
and secondly electronic patient record (EPR) as a watermark is to be embedded in mid-band DCT coefficients using 
M-Ary modulation in RONI. 
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2.1. ROIExtraction 
ROI is the most significant consideration in medical image which contains valuable information and must be stored 
without distortion. In medical imaging fields, segmentation technique is widely used to detect tumour from MRI and 
CT scan brain images. To find ROI from original image Fuzzy c-means segmentation method is used and is shown 
in Fig.1. 
2.1.1      Fuzzy c-means 
Fuzzy C- means is a method of clustering which allows one pixel to belong to one or more clusters. The FCM 
algorithm attempts to partition a finite collection of pixels into a collection of ‘C’ fuzzy clusters with respect to  
some given criteria. Fuzzy c-means algorithm is based on minimization of the following objective function. 
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This iteration will stop when, { } ε%uu kijkijij −= +1max
m n m 
Where, εis a termination criterion between 0 and 1, whereas k are the iteration steps. This procedure converges to a 
local minimum or a saddlepointof 13. 
m 
Fig.1. ROI extraction process 
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2.2  Watermark Embedding 
Electronic patient record as a watermark is to be embedded in the middle frequency band of DCT coefficients. 
Before embedding it is first modulated by using M-Ary modulation. By using M-Ary modulation the robustness of 
the system is improved, and it can be achieved by hiding the lesser number of symbols for a given length of binary 
message. When number of required hidden symbols are less, there is a scope of choosing a higher modulation index 
value compared to binary signalling14. Thus the higher modulation index results in robustness improvement. 
Middle frequency range DCT coefficients are selected for watermark embedding. Embedding of watermark data 
into mid-band DCT coefficients has been carried out to achieve visual imperceptibility 15, 16 of the hidden watermark 
which is statistically undetectable and robust against image manipulation. 
ROI extracted using Fuzzy C- 
means 
Original Medical 
Image 
Before Embedding M-Ary 
modulation is applied 
RONI 
Electronic patient record 
as watermark 
Fig.2. Watermark Embedding 
The Brain foundation-Chennai 
Patient reference number-0191833 
Name of Doctor- Dr. T.V.Rao 
Name of patient-Raghav 
Age of patient-45 
Inverse Discrete Cosin 
transform 
Data Embedded in the middle 
frequency bandsof DCT 
coefficients except ROI 
coordinates 
Watermarked Image 
Discrete cosine transform 
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An algorithm of watermark embedding using M-Ary modulation in the mid-band DCT coefficient is illustrated in 
Fig.2. For extracting watermark from the medical image reverse process is used. In the proposed scheme the value  
of M in M-Ary usedis16. 
3. Experimental results and performanceevaluation 
Experiments were conducted on 100 medical images with two different modalities –MRI and CT scans of the 
brain with different file formats (JPG and PNG). Among these 100 images, 50 images of brain MRI were of size 
256x256 pixels and rest 50 CT scan brain images were 512x512 pixels. The watermark size used is 32x32 pixel 
with file format of PNG. Source of brain MRI and CT scan images obtained from WebCrawler.com 17. 
In our scheme watermark is embedded in RONI region and ROI (the diagnosis portion) is kept intact. ROI is 
separated using FCM method and is applied to MRI and CT scan image of brain. Fig.3 illustrated the ROI 
extraction process also the segmentation result obtain from Fuzzy c-means method. Watermarked insertion using 
M-Ary modulation to different brain image modalities (CT scan and MRI), is diagrammatically shown in Fig. 4 
and EPR as a watermark used in the experiment is shown in Fig.5. From the results it is observed that there is no 
significant visual difference between the original and the watermarked images. 
Sr.No. Modality Original Brain Images Fuzzy c- means result Tumour Extraction 
1 CT SCAN 
(Image 1) 
2 CT SCAN 
(Image 2) 
3 CT SCAN 
(Image 3) 
4 MRI 
(Image 4) 
5 MRI 
(Image 5) 
  
6 MRI 
(Image 6) 
Fig.3. Shows brain tumor extraction using fuzzy c- means algorithm 
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Sr.No. Modality Original Brain Images Watermarked Image 
1 
CT SCAN 
(Image 1) 
2 
CT SCAN 
(Image 2) 
3 
CT SCAN 
(Image 3) 
4 
MRI 
(Image 4) 
5 MRI 
(Image 5) 
6 
MRI 
(Image 6) 
Fig.4. Shows Watermarking algorithm without attacks for two different medical image modality 
Fig.5 Electronic Patient Record (EPR) as a Watermark 
To demonstrate the strength of the proposed Medical image watermarking qualitative analysis was carried out 
when subjected to additive white Gaussian noise (AWGN) . Peak signal to noise ratio( PSNR) 18 and mean square 
error (MSE) 1 were used to quantify the distortion produced after watermark embedding. The higher the value of 
PSNR and lower values of MSE and NRMSE, better will be the embedding method. Structural similarity index 
measure (SSIM) 19, was employed to quantify the similarity between the original image and watermarked image, 
also between the original watermark image and extracted watermark image. Higher values of SSIM (maximum 
value is 1) regarded as visual imperceptible. Security measure was quantitatively evaluated using relative entropy 
distance ( İ) 20 calculated from KulbackLeibler distance. Lower the value of İ,  better is the datasecurity.
Table 1, shows the PSNR, MSE, NRMSE, SSIM, Processing time for embedding and Processing time for 
extracting values when the watermark is inserted. The PSNR values of two different medical image modalities show 
that the visual difference between the original and watermarked images is really depressed. Acquired values for 
SSIM indicate that the original and watermarked image is very much alike. 
The Brain foundation-Chennai Patient 
reference number- 0191833 
Name of Doctor- Dr. T.V.Rao Name 
of patient-Raghav 
Age of patient-45 
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The public presentation of the proposed scheme when the watermark is extracted from the same set of medical 
image modalities is evaluated in terms of SSIM and İ and bit error rate(BER) and is shown in Table 2. BER  
specifies the number of bits corrupted or destroyed as they are transmitted from its source to its destination.From 
Table 2 it is noticed that the value of SSIM > 0.9, which indicates the similarity between the original watermark and 
extracted watermark. The low values of İ suggest that the proposed method offers high data security.In the proposed 
watermarking the maximum payload capacity is 0.0156 bpp for original image size of 256x256pixel
Table 1. Performance metrics of the watermarking algorithm without attacks for images shown in Fig.3 for fixed 
AWGN  
Sr.No Medical 
image 
PSNR 
( dB) 
MSE SSIM Processing 
time for 
embedding 
(sec) 
Processing 
time for 
extraction 
(sec) 
1 Image 1 62.61 0.0356 0.998 0.986 0.9981 
2 Image 2 66.85 0.0134 0.999 0.9934 0.994 
3 Image 3 76.52 0.0014 0.999 0.989 1.0054 
4 Image 4 71.36 0.0047 0.999 0.988 0.9979 
5 Image 5 66.33 0.0151 0.998 0.989 0.998 
6 Image 6 65.86 0.0169 0.998 0.9877 0.9888 
Table 2. Results of recovered watermark in terms of PSNR, SSIM,BER and security values without attacks for the 
images shown in Fig.4 for fixed AWGN  
Sr.No Medical 
image 
PSNR 
( dB) 
SSIM BER Security value (İ)
1 Image 1 62.61 0.999 0.0239 0.000579 
2 Image 2 66.85 0.999 0.0308 0.00034 
3 Image 3 76.52 0.999 0.0244 0.00025 
4 Image 4 71.36 0.999 0.0266 0.00030 
5 Image 5 66.33 0.998 0.0364 0.00033 
6 Image 6 65.86 0.999 0.0269 0.000579 
Comparison with Ref. 7 shows that , the method proposed in this paper is more imperceptible (in terms of PSNR) 
when considering an original medical image as abdomen CT with size of 512x 512 pixels.Comparison with the 
method of Ref. 20 shows that the embedding capacity in terms of pixel is higher than the proposed method. But, the 
scheme of Ref. 20 is less imperceptible ( in terms of PSNR) than our proposed scheme.Comparison with the Ref.21 
shows that the segmentation results applied on real brain images as well as on lung CT Scans is better than the 
proposed method .But, imperceptible is less (in terms of PSNR) than our proposed scheme. 
4. Conclusion 
Telediagnosis systems are becoming popular now  since it can benefit rural areas where the best medical service  
is tough to get. A robust medical image watermarking technique using M-Ary modulation in the middle band of 
DCT coefficient is proposed in this paper along with FCM for the optimal selection of ROI. By using M-Ary 
modulation the robustness of the system are improved as less number of symbols are required to be insured for a 
collapsed length of binary message.Experimental results demonstrate that the proposed watermarking scheme is 
applicable to two different brain medical image modalities with good imperceptibility and dataprotection. 
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